The Ultimate Guide to Understanding a

Security Clearance Levels

INTRODUCTION

Security clearances are essential for safeguarding national security, ensuring that sensitive information is
accessible only to authorized individuals. At Dunlap Bennett & Ludwig (DBL), we understand the
complexities of the security clearance process and are committed to guiding you through every step.

A security clearance is an official authorization granted to individuals, allowing them access to classified
information or secured facilities. These clearances serve several important purposes:

. Protection of National Security: Ensuring sensitive information doesn't fall into the wrong hands.

. Information Compartmentalization: Limiting access to specific information on a need-to-know
basis.

. Maintaining Confidentiality: Preserving the secrecy of critical operations and intelligence.

. Ensuring Trustworthiness: Verifying that individuals with access to sensitive information are
reliable and loyal.

LEVELS OF SECURITY CLEARANCE

The United States employs a three-tiered system for security clearances, each level corresponding to the
sensitivity of information an individual may access.

1. Confidential

. Lowest level of clearance
. Grants access to information that could cause damage to national security if disclosed without
authorization
. Examples of such information include:
o Military plans and weapons systems
o Foreign government information
o Intelligence activities and sources
Reinvestigated every 15 years
Approximately 20% of all clearances are at this level

2. Secret

. Mid-level clearance
. Provides access to information that could cause serious damage to national security if disclosed
without authorization
. Examples of such information include:
o Detailed military plans and operations
o Sensitive intelligence operations
o Critical scientific and technological developments
Reinvestigated every 10 years
Approximately 60% of all clearances are at this level
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3. Top Secret

. Highest level of clearance
. Allows access to information that could cause exceptionally grave damage to national security if
disclosed without authorization
. Examples of such information include:
o Covert operations
o Highly sensitive intelligence sources and methods
o Advanced weapons systems designs
Reinvestigated every 5 years
Approximately 20% of all clearances are at this level

ADDITIONAL CLASSIFICATIONS AND ACCESS PROGRAMS

Beyond the three main clearance levels (Confidential, Secret, and Top Secret), there are specialized
access programs and information categories that require additional authorization or have specific
compartmentalization:

1. Special Access Program (SAPs)

SAPs are not separate clearance levels but rather additional authorizations required for highly sensitive
information within the Top Secret classification. They operate on a strict need-to-know basis and often
involve heightened security measures. SAPs include:

. Sensitive Compartmented Information (SCI)
o Protects intelligence information from specific sources or collection methods
o Examples include signals intelligence (SIGINT) and human intelligence (HUMINT)
o Often requires additional background checks and polygraph tests

. Special Access Programs (SAPSs)
o Safeguards extremely sensitive projects or operation
o Examples may include advanced weapons systems development or covert operations
o Access is highly restricted, even among those with Top Secret clearance

« Controlled Access Program (CAP)
o Provides tailored protections for specific threats or vulnerabilities
o Allows for customized security measures based on the nature of the information

2. Additional Categories and Compartments

These are not clearance levels in themselves but restrict access to specific types of classified data:

« COMSEC (Communications Security)
o Focuses on protecting encryption systems and secure communications
o Requires specialized training and handling procedures

« NATO Classifications
o Used for information shared with NATO allies
o Includes levels such as NATO Secret and Cosmic Top Secret
o Ensures standardized protection of shared intelligence across member nation
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« Q Clearance and L Clearance
o Specific to the Department of Energy (DOE)
o Used for access to nuclear-related information
o Q Clearance is roughly equivalent to Top Secret
o L Clearance is roughly equivalent to Secret

3. Compartmentalization Within Clearance Levels

Even within standard clearance levels, information may be further compartmentalized:

« Codeword Clearances
o Used to restrict access to specific operations or intelligence products
o Individuals must be "read into" each codeword program separately

. Eyes Only
o Limits distribution to specified individuals or roles
o Often used for extremely sensitive diplomatic or military information

SECURITY CLEARANCE PROCESS

Obtaining a security clearance involves a thorough and often lengthy process:

1. Initiation

. A government agency or cleared contractor sponsors the individual
. The level of clearance is determined based on job requirements

2. Application

. The applicant completes the Standard Form 86 (SF-86), also known as the Questionnaire for National
Security Positions
. This extensive form covers personal history, including:
o Employment and education
Residence history
Family and associates
Foreign contacts and activities
Financial records
Police records
Drug and alcohol use
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3. Investigation

. Conducted by agencies such as the Defense Counterintelligence and Security Agency (DCSA)
. May include:

Background checks

Credit checks

Interviews with references, neighbors, and employers

For higher clearances, polygraph tests may be required
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4. Adjudication

The adjudication phase is the final step in the security clearance process. During this phase, trained
adjudicators assess the information gathered during the investigation to determine an individual's
eligibility for access to classified information. This evaluation is based on a set of 13 adjudicative
guidelines, which include factors such as allegiance to the United States, foreign influence, personal
conduct, and financial considerations.

The adjudication process involves a comprehensive examination of a person's life to make an affirmative
determination that the individual is an acceptable security risk. This careful weighing of various factors is
known as the "whole-person concept."

The duration of the adjudication phase can vary, typically ranging from a few weeks to several months,
depending on the complexity of the case and the level of clearance required. For instance, the entire
process for a Secret clearance can take approximately 4 to 6 months.

Once a favorable adjudication is made, the individual is granted the appropriate security clearance.
However, maintaining this clearance requires ongoing compliance with security protocols and periodic
reinvestigations to ensure continued eligibility.

FACTORS CONSIDERED IN SECURITY CLEARANCE DECISIONS

Adjudicators evaluate applicants based on 13 specific factors:

Allegiance to the United States
Foreign influence

Foreign preference

Sexual behavior

Personal conduct

Financial considerations
Alcohol consumption

Drug involvement
Psychological conditions
Criminal conduct

Handling protected information
Outside activities

Use of information technology systems

MAINTAINING YOUR SECURITY CLEARANCE

Once granted, a security clearance requires ongoing vigilance:

« Continuous Evaluation: Cleared individuals are subject to ongoing monitoring
. Reporting Requirements: Significant life changes must be reported, such as:
o Foreign travel
o Changes in marital status
o Financial difficulties
o Arrests or legal issues
« Periodic Reinvestigations: Occur at intervals based on clearance level
Security Training: Regular briefings on security protocols and threat awareness
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IMPACT ON CAREER OPPORTUNITIES

Holding a security clearance can significantly impact one's career:

. Enhanced Job Prospects: Many government and defense sector jobs require clearances

. Higher Salaries: Cleared positions often offer higher compensation due to the added responsibility

. Career Advancement: Clearances can open doors to senior-level positions in sensitive areas

. Private Sector Opportunities: Many defense contractors and technology firms seek cleared
individuals

WHO DO YOU CONTACT TO UPDATE YOUR CLEARANCE

Start with the security manager of the sponsoring company/entity. So long as you notify them (and
document it), they should be able to guide you from there. The ultimate concern is to ensure
transparency in the process, which begins with proper notification of anything that might impact your
clearance. Providing notice ahead of time is almost always the safer bet, as failing to notify them of
relevant issues will very likely have a more severe consequence.

CONCLUSION

Understanding security clearance levels is crucial for those pursuing careers in national security,
defense, or related fields. The process of obtaining and maintaining a clearance is rigorous, reflecting the
critical nature of protecting sensitive information. By maintaining integrity, following proper procedures,
and staying vigilant, cleared individuals play a vital role in safeguarding national interests and contributing
to the security of the nation.

At Dunlap Bennett & Ludwig, we recognize the importance of understanding the security clearance
process and are dedicated to assisting individuals and organizations in navigating these complex
procedures. Our experienced attorneys are here to provide guidance and support to help you achieve
and maintain the necessary clearances for your professional endeavors.

CONTACT US TODAY FOR A CONSULTATION

(X) 800.747.9354 clientservices@dbllawyers.com
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